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Adding user-location based 

access controls to Active Directory  

- for information security and compliance. 
 

Introduction 
 
 
“The importance of making 
sure that an organization’s 
physical assets and 
infrastructure address privacy 
requirements cannot be 
stressed enough.” 
 
Information & Privacy 
Commissioner of Ontario1 
– a leader in the development of 
the ‘privacy by design’ concept 
 

The physical location of users accessing critical applications and sensitive 
information through an organisation’s IT network must to be considered in order 
to safeguard the privacy and security of data. 
 
Compliance with regulations and standards, such as those governing payment 
card processing and patient medical records, require user access to sensitive 
information be restricted to physically secured areas, to protect such confidential 
data from unauthorized viewing. 
 
Cyber-threats from compromised user accounts may be combatted by ensuring 
users are present on site when accessing particular IT resources. 
 
Conventional approaches to tackling these kinds of access exceptions rely on 
taking remedial action when an alert is raised (or even after the event when logs 
are analysed off-line), and require the addition of systems that combine data 
from separate IT (logical) and building (physical) access control applications. 
 
This document outlines the significant benefits that come from adopting an 
alternative approach - unifying the control of both logical and physical access via 
Microsoft Active Directory streamlines infrastructure requirements and prevents 
access exceptions automatically. 

  

Benefits of Unified 
Access Management 
 
 
 
 

 

Data Protection By Design 
Recently incorporated into the European Commission’s General Data Protection 
Regulation2, and previously included within the U.S. Federal Trade Commission’s 
recommended practises3, the ‘privacy by design’ concept is founded on 7 
principles1. The first of the 7 foundational principles calls for preventative rather 
than reactive or remedial measures to be put in place. 
 
Unifying physical and logical access control decision-making within a single 
application (such as Microsoft Active Directory) means access exceptions can be 
prevented automatically in real-time - through the use of role-based permission 
policies that change dynamically with a user’s physical location. For example: 
 

Remote log-in requests can be denied for personnel that are known to be 
within any of the organisation’s premises. 
 
Certain IT admin user functions can be made available only when the 
appropriate administrator is actually in the server room or data centre. 
 
Employees with rights to access and process customer payment card 
information can be prevented from doing so when they are using a 
laptop or mobile device in areas, such as office dining facilities, that are 
not sufficiently secure to comply with PCI-DSS4 requirements. 
 

Because PSIM (Physical Security Information Management) and SIEM (Security 
Information & Event Management) solutions add an extra layer on top of 
separate underlying systems they are typically only able to generate warnings, 
which then requiring someone to take counteractive steps. This methodology 
does not align with data protection by design principles. 
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Benefits of Unified 
Access Management 
 
 
 
 
 
 
Unified identity & access 
management architecture, 
enabling automated prevention of 
cyber-physical access exceptions 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
More complex architecture 
commonly used to combine 
separate physical and logical 
systems for monitoring 

Streamlined Architecture 
 
In addition to strengthening overall security, unifying access management 
simplifies the required IT infrastructure, reduces the support burden and avoids 
duplication of user data. 
 
 
 
 

UNIFIED APPROACH 
 

 

 
 
 
An existing role-based IT access management system, based on Microsoft Active 
Directory, can be extended to incorporate physical access permission through the 
addition of a Physical Access Control (PAC) service with no need for additional 
databases, schemas, or sync-servers. 
 

 
 
 

LAYERED APPROACH 
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Benefits Summary 
 

  
UNIFIED APPROACH 

 

 
LAYERED APPROACH 

 
Security Supports data security and 

compliance needs to prevent 
sensitive data and critical 
applications from being 
accessed outside secured 
areas. 

No automated access control 
decision making based on user 
identity plus user-location 
fundamentally limits any real-
time preventative control 
capability. 

Utilise existing security  
groups & defined roles for 
administering both logical and 
physical permissions 

Separate logical and physical 
access control systems make it 
harder to maintain consistent 
security groups, this is further 
complicated by site-centric 
physical controls. 

Simplicity No duplication of user 
information. 

Isolated systems require 
additional manual maintenance 
or synchronisations or to be 
managed. 

Leverages Active Directory’s 
multi- server,  
redundancy and disaster 
recovery features 

Additional system databases 
need extra back-up, 
management and security 
provision 

 

  

Conclusion 
 
 

Major companies, including Barclays, Deutsche Telekom, Symantec and BT, 
consider physical access an integral part of identity driven security controls across 
the organisation. 
 
Because organisations usually already have separate incumbent physical and 
logical access management systems installed, the focus of many thought leaders 
and consultants has tended to be on how additional applications and business 
processes can be layered on top of these disparate systems to leverage their 
combined information. Unfortunately this approach adds cost and complexity 
while failing to meet ‘data protection by design’ principles. 
 
Many physical access control systems installed historically use out-dated RFID 
card technologies that are vulnerable to card-cloning attack5 and are in need of 
improvement. 
 
Therefore opting to upgrade the physical access system to one that allows  
physical and logical access control decision-making to be unified in real-time, in an 
existing Active Directory based identity and access management infrastructure, is 
likely to provide a far better return on investment by delivering stronger, simpler 
security. 

  
 

About us 
 
 

 

Dot Origin is an independent supplier and developer of identity based security 
solutions - specialising in two-factor authentication, PKI, smart cards and other 
credentials, with unique capabilities in unifying and strengthening physical and IT-
access controls. 
 
Contact us to find out how we can help you with a unified access management 
solution. 
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